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https://www.flickr.com/photos/pumpkinland/7276499840
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WebF & BB

Browser CSS JavaScript

Server

Java Service
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Controller

Browser

Server Service

Backbone, EmberdS, KnockoutdS, AngulardS , React, etc.
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Why Node.js ?
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« Node version of the app doubled
the number of requests/second.

. Response time dropped 35% or P payPal
200 milliseconds.

e From 11to 12 Node apps In six
months.

http://www.slideshare.net/joemccann/the-business-case-for-node
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« Easily serving 50,000 requests/
minutes (this was 6 months ago
and before rolling out to 48
countries).

« Node services are now handling
the same amount of traffic as
before but with less hardware.

« Page load times decreased by a
whopping 50%.

http://www.slideshare.net/joemccann/the-business-case-for-node
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« On average, Node services
handle around 1,680,000 -

2,000,000 requests/minute. YAHOQO!

e Yahoo has around 200 developers
writing Node code.

http://www.slideshare.net/joemccann/the-business-case-for-node
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HTML
Browser Structure |Presentation| Behavior CSS
JS
Server Controller Node.js

Java




HTNode.jsMATIFH D B

&5 i ElY
AR 552 pibaa
JAVA Node HTML+JS+CSS
eI ServerifJS X b5 25 UmJS
Tl 5B 58 FREN, SHEUE JAEIE SR
RIERSRE  BFRIE, ko SYERENS,

ESHIRTT, ZEnlZEE










HTML

Browser CSS
JS
Router
Server Node.js

Controller

ModelProxy

Java




¥ - DataProxy

Node Interface Java
- \— _/ -

Z—HBIE G EAPIFZZC

B ACiE 77 ERYSEINS

NEmocks|ZE, IEHEmockBIEIETE F1E

%, % FIRRHYi%




¥ - DataProxy

\—J |nterface _/

o« ETFISON Schemafiise

o 188 iEK &5 Wy NEHER (River-spec)

e T Eformai(type), BINEENX




%z

IMS see e #E) 2 ED »
BB + 2 midway/imstest - getCreditScore ¢ MiA&: 1.0.2-trial § 0 3 river-spec
» qingyu/tap EOMA ERO RS BERXHE bexf R AR

- aroncrerranpraarann— y

24 ~ "properties”: {

25~ "getCreditScore": {

26 "description": "R ¥IE",

27~ "properties”: {

28 ~ "data": {

29 "description": "M E¥IE",

30~ "properties": {

31~ "buyerNum": {

32 "description": "ER{ZHSE",

33 "type": "long"

34 }
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Front-End

Back-End

Browser

HTTP/HTTPS

A SOAP/HTTP

Business Logic

Server
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« XSS BILMIAI 5 (Cross Site Scripting)

« CSRF EBufiEk{hiE (Cross-site request forgery)
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ZE - XSS(—)

¢ RIBLTE EBEXANZTEIHRIG
(escapeHtml,cssEncode)
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ZE - IRjig

<div class="desc" data-id="{{userDataA}}">
{{userDataB}}
</div>

div><script>alert(document.cookie);</script><div>

<div class="desc" data-id=""></div>
<script>alert(document.cookie);</script>
<div>

{{userDataB}}
</div>
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ZE - IRjig

1. escapeHtm|
2. |sEncode
3. csskEncode
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ESAPI

https://www.owasp.org/index.php/Category: OWASP Enterprise Security API




<div class="desc">

{{userData}}
</div>

<div class="desc">
<div sty1e="color‘:r'ed'>
text
</div>
<script>

alert(document.cookie);

<span>text2</span>
</div>



Z

<div class="desc">

{{richText(userData)}}
</div>

<div class="desc">
<div style="color:red;">
text
</div>
<span>text2</span>
</div>

)
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ZE - HTTPR 23k

Content-Security-Policy
Strict-Transport-Security
X-Frame-Options
X-Content-Type-Options

X-XSS-Protection



e Nttps://github.com/krakenjs/lusca




Z42(Z) - CSRF

if (method === 'GET' || method === 'HEAD' || method === 'OPTIONS') {
return next();

}

// Validate token
token = req.body[key] || req.headers[header];

if (token === ctoken) {
return next();
} else {

res.statusCode = 403;
return next(new SecurityError('CSRF token mismatch'),"17001");

}
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xtpl template engine

:
.zip file

nodejs

0.17
Download

browser tar.gz file

http://g.tbcdn.cn/kissy/edge/2014.07.16/seed.js

Powered By EI SSY



Xtpl

dust

jade

nunjucks

ejs

1= iR

133,811 ops/sec +3.11%
166,525 ops/sec +2.55%
32,796 ops/sec +2.84%
80,385 ops/sec +2.39%

65,900 ops/sec +2.03%

XTPL : http://kissyteam.github.io/xtpl/
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Demo - #81t

midway init app_name
cd app_name && tnpm install

midway start local



Demo - &

"Midway-security": true
s
"security":{
"xframe" : "SAMEORIGIN", "XSSProtection": true,
"hsts": {
"maxAge"” : 31536000,
"includeSubDomains": true

}’
"csp"i{
"reportOnly" :true,
"reportUri”:"http://alibaba.com/logs/csp/report.do",
"policy":{
"script-src”:"https://a.tbcdn.cn http://a.taobaocdn.com http://*.taobao.com",
"connect-src":"https://*.taobao.com"
Iy
}’
"csrf":true



Demo - it &

"name”: "share”,

"id": "share”,
"version": "1",
“urls™: {

"production”: "http://127.1:7001/guess/share.json",
"development”: "http://127.1:7001/guess/share.json",

"local™: "http://10.101.108.105:7001/guess/share.json"
}

,encoding": "utf8"”



Demo - RS

'use strict'; {{extend ("./layout/default-layout") }}

route.get('/', HomeController.index); {{#block ("content") }}
{{include ("./page/home-page") }}
module.exports = route; {{/block}}

‘use strict';

var ModelProxy = require('midway').getPlugin('dataproxy'),
HomeData ModelProxy({
fetch: 'Midway.Home'

});

exports.index = function(req, res, next) {

HomeData. fetch()
.done(function(data) {
res.render('home', data);
})
fail(function(err) {
next(err);

});




-» nodejs midway stc
error:1s

warn: Qs
info:0%
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« JS Convert : coffee script, dart, etc.

« ES6 Complier - Traceur-Complier, JSDC, etc.
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